
  

Reverse Engineering Software with 
Basic Protections

Adam Pridgen
June 5, 2008

June 2008 BayouSec



  

Today's Agenda

 Introduction
 Tools and Other Stuff
 Find a Target
 Unpack and Dump the Target
 Static and Dynamic Analysis
 Lessons Learned
 Conclusions 



  

Who am I?

 Background Information
 Ex-Military
 UT Graduate in Computer Engineering
 Worked with a variety if organizations
 Background includes network security and software 

development
 Do a variety of things when it comes to security



  

Introduction

 Discuss my process in reverse engineering a 
basic piece malware

 Give a set of tools that were used for the 
process

 Elaborate on some of the techniques I applied
 Describe insight gained from this adventure
 Share some lessons learned



  

Introduction

 Reverse Engineering
 Take a finished product and derive components
 Not just a binary process
 Applications include bug hunting, extending 

functionality, interoperability, or just use a product
 RE in code analysis

 Fairly tedious 
 Requires knowledge of environment and tools for 

that environment
 Knowledge of programming and control flow



  

Methodology

 Identify the target
 Establish reversing goals and requirements 

 Focus only on those goals
 Identify underlying environment APIs to watch
 Time box the analysis, depending on the goals

 Identify tools needed to complete the task
 Set-up a test and analysis environment
 As information is discovered, adapt the plan



  

Tools and Other Stuff

 Tools for reverse engineering software
 Vary from platform to platform
 Depend on  what you are trying accomplish

 Main Tools for this process
 Debugger (ImmunityDbg for Windows)
 Process Dumper and PE Editor (LordPE & Imprec)
 Good Disassembler (IDA)
 Hex Editor (Khexedit)
 Virtualization (VMWare)



  

Identifying the Target

 Target Rbot.clj
 Phatbot derivative (realized after the fact)
 Malware protections were not sophisticated

 Rbot is a simple piece of malware
 Windows based environment with network features
 Derived from Phatbot (e.g. nothing new)
 Wanted an easy target to learn from
 Found it via F-Secure's explanation of unpacking it
 Found the sample on OffensiveComputing.net 

using the MD5 hash they disclosed



  

Unpacking the Target

 Unpacking the target was trivial
 Fired up Immunity Debug and attached to the 

process
 Before continuing, always hide the debugger!

 !hide_debug All_Window
 !hide_debug All_Debug
 !hide_debug All_Process

 Search for the end of the first unpacking routine
 Look for POPFD and POPAD 



  

Unpacking the Target

 Place  a Breakpoint and Run the program
 Now we will step to the new entry point
 ... but it needs to be unpacked one more time
 Easy, just find the POPAD that corresponds to 

the PUSHAD
 Place a break point, step to the new OEP



  

Dumping the Process

 Unpacking the program is only half the problem
 Now the process must be dumped

 Unpacking is time consuming and monotonous 
when done over multiple iterations

 Static Analysis can not be performed on packed 
executables

 OllyDumper dumps the process
 LordPE converts the process dump to an exe
 ImpRec cleans up the IAT for the exe



  

Analyzing the Binary

 Static Analysis
 Analyzing the binary as a static listing
 Does not represent the code at run-time
 Requires disassemblers among other tools

 Dynamic Analysis
 Looks at the binary at run-time
 Requires the code to run or at least be emulated
 Typically done with a debugger
 Other tools can be used to observe resource 

access on the system



  

Static Analysis of the Binary

 Analyze the binary with IDA Pro
 Analysis depends on the analysts goals

 Learning how the software works
 Identifying how and where the software installs itself
 ...

 Our goal is to identify how to use the software
 Identify interesting functions 
 Identify the function's parameters or calling order
 Look for known library calls



  

Static Analysis of the Binary

 Look at a list of functions, names, and strings
 Ascertain an idea of what the functions do or call 
 Strings give us an idea of what the software does

 Identify where those strings are referenced in 
the binary

 Try to figure how to get that code to execute



  

Static Analysis

 Before really digging into the binary there 
needs to be some cleanup of the strings



  

Static Analysis

 Cleaning up the IDA Analysis reveals more 
information

 The clean-up reveals log messages among 
other things



  

Static Analysis

 Continuing the process reveals probable 
Commands 



  

Dynamic Analysis

 Environment is critical for dynamic analysis
 To identify key environment variables we run 

the malware



 This picture tells us two things
 IRC is the Service
 Bot is connecting to new.najd.us



  

Dynamic Analysis
 Also since IRC is plain-text we get the channel 

and password too

Now we can set-up an environment for 
additional analysis



  

Dynamic Analysis

 IRC Server is an Ubuntu VM with Ratbox-IRC
 Malware was modified to connect to our server 

using a hex-editor

 Specified a private network 172.16.65.9
 Changed the '*@room' to '*@roo.' to meet IRC 

servers requirements (discovered later)
 Now we are ready to play :)



  

Dynamic Analysis

 Check that the malware and IRC server can 
communicate

 Set a strategic break point on the WS_32.recv 
function and wait for a message

 Watch the messages come in and see how 
they processed



  

Dynamic Analysis

 Now let's execute our modified image
 Ensure malware and IRC server can talk
 Attach with a debugger and hide the it

 Set break-points on key OS library calls like recv
 Step through the calls until we see something 

interesting 
 Most tedious part of the process
 A lot of trial and error

 Watch and see messages are processed



  

Dynamic Analysis



  

Dynamic Analysis



  

Reversing the Malware

 Based on the static analysis we can place 
strategic breakpoints throughout 

 Problems I ran into:
 Identifying who is allowed to talk to the IRC servers

 Found that the herder needs to be from a specific host
 Solved  by spoofing the host modifying the malware
 Modified part of the malware

 Identifying how the authentication takes place
 Placed a break point on logic before 'hi' was checked
 Followed that along with good results



  

Reversing the Malware



  

Reversing the Malware

 Another problem solved
 Identifying how the parameters were passed to the 

software
 Placed breakpoints on command string references
 Watched if a call was even made with the number of 

parameters supplied
 Increased the parameters by one each time
 Once I got a hit, I refined the parameters accordingly

 Used a combination of Dynamic and Static 
analysis
 IDA made it easy to set good BPs in the debugger



  

Reversing the Malware



  

Lessons Learned

 Reversing requires a mix of tools and each one 
fills only a certain task
 Understand the limitations of the tools
 Learn how to use automation and scripting in the 

tools
 Reading code can be more effective than just 

executing it in a debugger
 Perform Integral testing on the environment
 Time-boxed goals and delivery expectations is 

a must



  

Conclusions

 Sometimes code analysis and reversing is half 
the battle

 Be prepared to use a mix of tools and 
experiment until things work just right

 Be methodical during the process 
 Ensure to set out a basic plan and stick to it
 Record steps as you progress 



  

Thanks

 Questions?

 Contact Info
 Adam Pridgen




 Email: adam.pridgen@thecoverofnight.com
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